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Abstract. Using a new 4-round impossible differential in AES that allows us to exploit the redundancy in the key schedule of AES-128 in
a way more effective than previous work, we present a new impossible
differential attack on 7 rounds of this block cipher. By this attack, 7round AES-128 is breakable with a data complexity of about 2106 chosen
plaintexts and a time complexity equivalent to about 2110 encryptions.
This result is better than any previously known attack on AES-128 in
the single-key scenario.
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Introduction

The Advanced Encryption Standard (AES)[7] is a 128-bit block cipher with
variable key lengths of 128, 192, and 256 bits, which are denoted as AES-128,
AES-192 and AES-256, respectively. Since its selection as the standard by NIST
in 2001, AES has drawn a great amount of attention from worldwide cryptology researchers. In this paper we reevaluate the security of AES-128 against
impossible differential attacks.
Impossible differential cryptanalysis, an extension of the differential attack
[4], was first introduced by Knudsen [11] and Biham [2] to analyze DEAL and
Skipjack, respectively. Impossible differential attacks use differentials that hold
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