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Abstract
MAG is a synchronous stream cipher designed by Vuckovac submitted to the eSTREAM project.
Vuckovac also proposed two modified versions of MAG to avoid the distinguishing attack on the first
version of MAG presented by Fischer. In this paper we show that, changing the Fischer’s attack we can
apply it to one of the modified versions of MAG. The modified attack requires only 514 successive bytes of
known keystream and 5 xor and 2 comparison operations between 16 bit words. In addition, we show that
distinguishing and key recovery attack proposed by Simpson and Henricksen on all versions of MAG is
feasible just by considering an assumption on initialization of MAG that simplifies this step so much.
Therefore, their attack cannot be performed in general.
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1. Introduction
MAG is a stream cipher which its internal state
consists of 127 registers Ri of 32 bit size, as well as a
32 bit carry register C. To produce the keystream,
MAG is clocked iteratively. In each iteration, carry C
and one of the registers, Ri , are modified. Then Ri is
used to produce one byte of the keystream.
In [2], Fischer presented a distinguishing attack on
MAG, requiring 129 successive bytes of the
keystream. Then Vuckovac, the designer of MAG,
proposed two modified versions of MAG to resist
against Fischer’s attack [3,4]. After that Simpson and
Henricksen presented a distinguishing and key
recovery attack on all MAG versions. This attack just
can be performed when an assumption is considered
in the initialization of MAG [5]. The assumption
simplifies this step and contradicts with the proposed
initialization of Vuckovac.
In this paper, using the Fischer’s attack, a
distinguishing attack on one of the modified versions
of MAG is presented. This attack requires 514
successive bytes of keystream and the computational
complexity of that is 5 xor and 2 comparison
operations between 16 bit words.
The rest of the paper is organized as follows. In
Section 2 the MAG stream cipher is described. Then
in Section 3 the Fischer’s attack is explained. Two

modified versions of MAG are described in Section 4.
The Simpson and Henricksen’s assumption for
initialization of MAG is discussed in Section 5 as well
as their attack. In Section 6, a distinguishing attack on
one of the modified versions of MAG is presented.
Finally, Section 7 presents a summary of the paper.

2. Description of the MAG Stream
Cipher
The internal state of MAG contains 127 main
registers Ri , 0 ≤ i < 127 of 32 bit size and a 32 bit
carry C. The secret key and IV are used to initialize
R0 , ..., R126 and C. In each iteration of the cipher,
carry and one of the main registers are updated and
also used to produce one of the keystream bytes. The
updating process in [1] is a little different from the
corresponding one implemented in C code by
Vuckovac. The Fischer’s attack and then the Simpson
and Henricksen’s one are matched with
implementation plan as well as the modified versions
of MAG in [3,4]. Therefore, the implementation
design is presented and discussed here. Of course all
of the attacks can be changed slightly to be performed
on MAG in [1].
The way of updating in the initialization step is a
little different from the keystream generation step.
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The way of updating Ri and C in the keystream
generation step is as follows:
(1)
C ⊕ Ri +1 if Ri + 2 > Ri +3
C′ = 
C ⊕ Ri +1 otherwise
(2)
′
Ri = Ri ⊕ C ′
where Ri′ and C ′ are the updated values of Ri
and C, respectively. Then, the first byte of Ri′ is used
as one byte of the keystream. Above process is
iterated after changing i to i+1 (this addition of
indices is performed modulo 127) until enough
amount of the keystream is produced. In 127
iterations of system, each register Ri is updated one
time but the carry is updated 127 times.
In the initialization step after updating Ri and C
to Ri′ and C ′ , carry changes to:
(3)
C ′ = C ′ + E mod 2 32
where E in the C code is 0x11111111. Therefore
this process is different from the corresponding one in
the keystream generation step. This difference is only
a modular addition. If E is equal to 0, then these two
processes will be the same. In the initialization step,
the above process is iterated 214 times. The details of
the key and IV loading are not mentioned here.

values for R0 , R1 , R2 , R0′ and R1′ are ki , ki +1 ,
ki + 2 , ki +127 and ki +128 , respectively.):
(10)
ki ⊕ ki +1 ⊕ ki +2 ⊕ ki +127
ki +128 = 
ki ⊕ ki +1 ⊕ ki +2 ⊕ ki +127 ⊕ 1
where 1 shows an all one vector. For the keystream
of the MAG, the probability that one of the above
relations be hold is 1, while for a random sequence this
probability is 2 −7 . Therefore having 129 successive
bytes of the output sequence, ki , ki +1 , ki + 2 , ki +127 and
ki +128 ,

we

should

obtain

the

values

ki ⊕ ki +1 ⊕ ki +2 ⊕ ki +127 and ki ⊕ ki +1 ⊕ ki + 2 ⊕ ki +127
⊕1 and compare them with the value of ki +128 . If
ki +128 is equal to one of the mentioned values it is
concluded that the available sequence is output of MAG
with false alarm probability of 2 −7 . Otherwise, this
sequence is a random one with miss probability of 0.

4. Modification of the MAG
After Fischer’s attack, MAG designer proposed two
modified versions for MAG to resist against this
attack [3,4]. First proposal is that output bytes are
harvested from different positions within 32 bit words
(instead of using only first bytes of registers as
keystream). Fig. 1 shows these positions.

3. Fischer’s attack.
In this section the Fischer’s attack on MAG is
explained. Suppose in an arbitrarily time t, the state of
the registers is R0 , ... , R126 and C. The goal is
updating R0 and producing ki as a byte of the
keystream. So first the carry C is updated as follows:
(4)
C ⊕ R1 if R2 > R3
C′ = 
C ⊕ R1 otherwise

C ′ shortly is
(5)
C ′ = C ⊕ R1 ⊕ a1
where a1 is an all zero or all one vector with the
same probability (its value depends on the values of
R2 and R3 ). Then R0 is updated as follows:
(6)
R0′ = R0 ⊕ C ′
Now similarly C ′ and R1 are updated:
′
′
C = C ′ ⊕ R2 ⊕ a 2
and
R1′ = R1 ⊕ C ′′

Fig. 1. First Proposal of Vucovac

Second proposal is that from each register two
bytes are used as keystream. The way of choosing
output bytes is shown in Figure 2. In section 6 a
distinguishing attack on this plan is presented.

(7)
(8)

where a 2 is an all zero or all one vector with the

ki
xi

same probability (its value depends on values of R3
and R4 ). Combining (6), (7) and (8), we have:
(9)
R1′ = R0 ⊕ R1 ⊕ R2 ⊕ R0′ ⊕ a 2
Each byte of the keystream is the first byte of a
register Ri , so there is a similar relation between
bytes of the keystream like below (the corresponding

xi+ 127
ki+ 127

Fig. 2. Second Proposal of Vuckovac
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5. Simpson and Henricksen’s Attack
The other attack on MAG was presented by Simpson
and Henricksen. In this attack it is assumed that the
value of E in the initialization step is equal to 0, like
the key generation step. So the initialization process
becomes linear (the only nonlinear operation in
GF(2), i.e. addition modulo 232 , is eliminated).
Therefore, number of cases of output bytes will be
limited. For example when the key size is 128 bit and
IV is not used, registers Ri , 0 ≤ i < 127 and C are
completed as follows:
( R0 , R1 ,..., R126 , C ) =
( K0 ,..., K3 , K0 ,..., K3 ,..., K0 ,..., K3 )
where each Ki shows ith 32 bit block of the secret
key. Then 214 clocks are applied to the system.
Tables 1 and 2 show the updating process of carry and
main registers through the first 8 clocks in the
initialization step with E=0 and the key size of 128
and no IV, respectively.
Table 1. Updating Process of Carry Register Through
the First 8 Clocks in the Initialization Step with E=0 and
the Key Size of 128 and no IV

C
K3⊕K1⊕a1
K3⊕K2⊕K1⊕a1⊕a2
K2⊕K1⊕a1⊕a2⊕a3
K2⊕K1⊕K0⊕a1⊕a2⊕a3⊕a4
K2⊕ K0⊕a1⊕a2⊕a3⊕a4⊕a5
K0⊕a1⊕a2⊕a3⊕a4⊕a5⊕a6
K3⊕K0⊕
6 K0
K1
a1⊕a2⊕a3⊕a4⊕a5⊕a6⊕a7
K3 ⊕ a1⊕a2⊕a3⊕a4⊕
7 K1
K2
a5⊕a6⊕a7⊕a8
where a1, a2, … , a8 are all zero or all one vectors.
It is clear that each register can only have 32 different
values because combinations of the vectors a1, a2, … ,
a8 can have 2 values and 16 values are possible for
combinations of K0 ,..., K3 (for a fixed secret key).
i
0
1
2
3
4
5

Ri+ 2
K2
K3
K0
K1
K2
K3

Ri′
K3⊕K1⊕K0⊕a1
K3⊕K2⊕ a1⊕a2
K1⊕ a1⊕a2⊕a3
K3⊕K2⊕K1⊕K0⊕
3 K1
K2
a1⊕a2⊕a3⊕a4
4 K2
K3
K2⊕ a1⊕a2⊕a3⊕a4⊕a5
K0⊕K1⊕
5 K3
K0
a1⊕a2⊕a3⊕a4⊕a5⊕a6
K3⊕K2⊕K0⊕
6 K0
K1
a1⊕a2⊕a3⊕a4⊕a5⊕a6⊕a7
a1⊕a2⊕a3⊕a4⊕
7 K1
K2
a5⊕a6⊕a7⊕a8
This fact also will be hold after initialization.
Therefore, the output bytes can have at most 32
Ri+ 2
K2
K3
K0

Table 3. Registers Updating Process Through the First 4
Clocks in the Initialization Step with Ε ≠ 0 and Key
Size of 128 and no IV

Ri+ 3
K3
K0
K1
K2
K3
K0

Table 2. Updating Process of Main Registers Through
the First 8 Clocks in the Initialization Step with E=0 and
the Key Size of 128 and no IV

i
0
1
2

different values, but in the random case, each byte can
have 256 different values. So if we know about 32
bytes of the output, it is possible to distinguish output
of MAG from a random sequence. It is possible to
improve the attack to a key recovery one with a
precomputation of complexity 214 [5].
The main problem of Simpson and Henricksen’s
attack is that it is assumed that the value of E is equal
to 0. This assumption simplifies the initialization of
MAG too much, because the value of E has been
determined by designer of MAG and is equal to
0x11111111. Any nonzero value for E increases the
complexity of initialization so much, because it adds a
numeric operation to this step. It means that after 214
clocks in the initialization, the registers can have a lot
of different values (instead of only 32 values). Tables
3 and 4 show the updating process of carry and main
registers through the first 4 clocks in the initialization
step with E ≠ 0 and key size of 128 and no IV,
respectively.

Ri+ 3
K3
K0
K1

i
0

Ri+ 2
K2

Ri+ 3
K3

1

K3

K0

2

K0

K1

3

K1

K2

C
K3⊕K1⊕a1
(K3⊕K1⊕a1+E)
⊕K2⊕a2
((K3⊕K1⊕a1+E)⊕
K2⊕a2+E)⊕
K3⊕a3
(((K3⊕K1⊕a1+E)⊕
K2⊕a2+E)⊕
K3⊕a3+E)⊕K0⊕a4

Table 4. Updating Process of Main Registers Through
the First 4 Clocks in the Initialization Step with Ε ≠ 0
and Key Size of 128 and no IV

Ri′
K3⊕K1⊕K0⊕a1
(K3⊕K1⊕a1+E)
1 K3
K0
⊕K2⊕a2⊕K1
((K3⊕K1⊕a1+E)⊕
2 K0
K1
K2⊕a2+E)⊕K3⊕a3⊕K2
(((K3⊕K1⊕a1+E)⊕K2
3 K1
K2
⊕a2+E)⊕K3⊕a3+E)
⊕K0⊕a4⊕K3
where a1, a2, a3 and a4 are all zero or all one
vectors and E is a fixed nonzero value.
Table 4 obviously represents that after 214 clocks,
number of possible values for the main registers is too
much more than 32 (ignoring a few values of registers
which are randomly equal, these registers have 127
different values). Therefore after initialization each
updated register can have about 232 different values
and each output byte can get about 256 different values.
So it sounds that this attack cannot be performed for
nonzero values of E in spite of Simpson and
Henricksen’s claim which have predicted that the
i
0

Ri+ 2
K2

Ri+ 3
K3
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attack can be extended for these values of E. In the next
Section a distinguishing attack on one of the modified
versions of MAG is presented which is the first
practical one on this stream cipher, by the present time.

6. Distinguishing Attack on a Modified
Version of MAG
In this section a distinguishing attack on the second
modified version of MAG, described in section 4, is
presented. The way of choosing output bytes from the
registers of this version was shown in Fig. 2. In this
figure the keys produced from R0 , R0′ and R0′′ are
ki , ki +127 and ki +254 , respectively. The parts of these
registers which aren’t sent to the output are xi , xi +127
and xi + 254 . We can use the similar notation for other
registers. In this section a1, a2, … , a5 are all zero or
all one vectors with the same probability of 0.5.
We try to use (9), in the Fischer’s attack. So we have:
(11)
R3′ = R2′ ⊕ R2 ⊕ R3 ⊕ R4 ⊕ a1
or
(12)
R2′ ⊕ R3 = R2 ⊕ R3′ ⊕ R4 ⊕ a1
Similarly we have the following relations:
(13)
R2′ = R1′ ⊕ R1 ⊕ R2 ⊕ R3 ⊕ a 2
or
(14)
R1 = R1′ ⊕ R2 ⊕ R2′ ⊕ R3 ⊕ a 2
and
(15)
R1′ = R0′ ⊕ R0 ⊕ R1 ⊕ R2 ⊕ a 3
or
(16)
R0′ = R0 ⊕ R1′ ⊕ R2 ⊕ R1 ⊕ a 3
Relations (12), (14) and (16) are easily obtained
from (11), (13) and (15), respectively. Substituting
(12) in (14) and then in (16) we have:
(17)
R0′ = R0 ⊕ R2 ⊕ R3′ ⊕ R4 ⊕ a1 ⊕ a 2 ⊕ a 3
Relation (17) is hold between the top halves of the
registers. The top half of R0′ (xi+ 127) is not available to
the attacker so the corresponding relation is as
follows:
xi +127 = ki ⊕ ki + 2 ⊕ ki +130 ⊕ ki +4 ⊕ a1 ⊕ a 2 ⊕ a 3 (18)
where xi +127 , ki , ki + 2 , ki + 4 and ki +130 are top
halves of R0′ , R0 , R2 , R4 and R3′ , respectively, and
a1 ⊕ a 2 ⊕ a 3 is an all zero or all one vector so two
cases exist for the value of xi +127 that are
complementary of each other. For the second and the
third rows of the registers in Fig. 2 we have:
(19)
R2′′ = R1′′ ⊕ R1′ ⊕ R2′ ⊕ R3′ ⊕ a 4
or
(20)
R1′′ ⊕ R2′ = R2′′ ⊕ R1′ ⊕ R3′ ⊕ a 4
and
R1′′ = R0′′ ⊕ R0′ ⊕ R1′ ⊕ R2′ ⊕ a 5
or
R0′ = R1′ ⊕ R0′′ ⊕ R1′′ ⊕ R2′ ⊕ a 5
Substituting (20) in (22) we have:
R0′ = R0′′ ⊕ R2′′ ⊕ R3′ ⊕ a 4 ⊕ a 5

(21)
(22)
(23)

Writing (23) for the top halves of the registers,
following relation is concluded:
(24)
xi +127 = ki + 254 ⊕ ki + 256 ⊕ ki +130 ⊕ a 4 ⊕ a 5
where ki +130 , ki +254 and ki + 256 are top halves of
R3′ , R0′′ and R2′′ , respectively, and a 4 ⊕ a 5 is an all
zero or all one vector. Thus two cases are possible for
xi +127 . If the sequence is output of the MAG stream
cipher, the possible cases of (18) and (24) are matched
but for a random sequence these 4 possible 16 bit
words concluded from these relations are matched
with the probability of 2 −15 . Therefore having 514
successive bytes of the output sequence , i.e. ki , ki+ 1 ,
… and ki+ 256, (each ki is a 2 byte word) it is possible to
distinguish the keystream of MAG from a random
sequence with the miss and false alarm probability of
0 and 2 −15 , respectively. If we use more keystream it
is possible to reduce the false probability. For
example having just two more 16 bit words we can
find similar relations for xi +129 and reduce the false
alarm probability to 2 −30 .

7. Conclusion
In this paper, using the Fischer’s attack on the first
version of MAG, a distinguishing attack on a
modified version of this stream cipher was presented.
The attack requires 514 successive bytes of the
keystream to distinguish it from a random sequence.
Computational complexity of the attack is 5 xor and 2
comparison operations between 16 bit words. It was
shown that the miss and false alarm probability of the
attack are 0 and 2 −15 , respectively. In addition, we
showed that it seems that performing the Simpson and
Henricksen’s attack on all versions of MAG is
impossible in general (nonzero values of E).
Therefore, the attack presented in this paper on the
modified version of MAG is the only one, by the
present time.
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