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SUMMARY

mCrypton is a 64-bit lightweight block cipher designed for use in low-cost and resource-constrained
applications such as RFID tags and sensors in wireless sensor networks. In this paper, we investigate
the strength of this cipher against related-key impossible differential cryptanalysis. First, we construct
two 6-round related-key impossible differentials for mCrypton-96 and mCrypton-128. Then, using these
distinguishers, we present 9-round related-key impossible differential attacks on these two versions.

The attack on mCrypton-96 requires 259.9 chosen plaintexts, and has a time complexity of about 274.9

encryptions. The data and time complexities for the attack on mCrypton-128 are 259.7 chosen plaintexts

and 266.7 encryptions, respectively. Copyright q 2011 John Wiley & Sons, Ltd.
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1. INTRODUCTION

As the demand for ubiquitous computing devices such as RFID tags and sensors in wireless sensor

networks increases, the design and analysis of lightweight block ciphers to provide security for

these resource-constrained devices also receives more attention by the research community. In the

last five years a lot of lightweight block ciphers such as Hight [1], CGEN [2], SEA [3], mCrypton

[4], PRESENT [5], several new variants of DES [6], MIBS [7], TWIS [8], KATAN and KTANTAN

[9] have been designed based on these goals. The 64-bit block cipher mCrypton has 12 rounds

and supports three key sizes of 64, 96 and 128 bits. In this paper, we denote the version with k-bit

key by mCrypton-k.

The designers show that mCrypton is secure against differential and linear cryptanalysis [4].

However, a related-key rectangle attack on 8 rounds of mCrypton-128 has been recently presented

in [10]. The attack has a success rate of about 0.94 with the data, time and memory complexities of

about 246 plaintexts, 246 encryptions, and 5×248 bytes, respectively. In this paper, we investigate

the security of mCrypton against the related-key impossible differential attack.

Related-key attacks [11] use the information that can be extracted from two or more encryptions

using related (but unknown) keys. In a related-key impossible differential attack, the attacker

exploits the differential relations that hold with probability zero in two encryptions under two

related keys. This technique has been used to attack AES and has received noticeable results

[12, 13]. In this work, by utilizing the low diffusion in the key schedule of mCrypton, we present
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